FREJA

Deployment Scenarios

The following summary describes the various deployment scenarios as described in the Freja Administration Guide.
If you wish a copy of the entire manual or a demonstration of Freja please contact Anders Henrikson on:
anders.henrikson@verisec.com or +46 8 723 09 00

More information is also available on www.verisec.com.
References in the U.K. are available on request.

Deployment Planning

Deployment Planning contains a short summary of the deployment scenarios as well as implementation op-
tions that are covered in the following chapters:

Scenario 1: Extended Deployment

Scenario 2: Cascaded Deployment

Scenario 3: Local-only Deployment

Scenario 4: Mixed Deployment

Backup, Restore and Mirroring Freja appliances
Enabling applications to use Freja

Scenario 1: Extended Deployment

The Extended Deployment scenario covers a typical deployment scenario where RADIUS authentication re-
quests are passed through a NAS to Freja. Freja uses the information in the authentication request to lookup
the user requesting authentication in an LDAP directory and thereby also retrieves user specific attributes
required for relaying the authentication to the Government Gateway. In the next step the user is authenticated
in Government Gateway, and the answer is passed through to the NAS.

The deployment scenario is subdivided into sections covering the specific configuration necessary.

In the diagram below the extended deployment is visualized together with the relevant subsections.
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Use this scenario when:
<« All users that you need to authenticate have tokens issued by an RA associated with the Government
Gateway
= Your infrastructure has been certified for connecting to GCSx and your LA has been approved as an EAS
EA for the LA authentication service.

Scenario 2: Cascaded Deployment

The Cascaded Deployment scenario covers a deployment scenario where Freja appliances are configured in a
two-level hierarchy. It is aimed at addressing situations where multiple local authorities, for technical, accredi-
tation or costreasons decide to utilise a single point of connectivity to the Government Gateway. Similarly to
the Extended Deployment scenario, RADIUS authentication requests are passed through a NAS to a local Freja
appliance. This appliance uses the information in the authentication request to lookup the user requesting
authentication in a local LDAP directory and thereby also retrieves user specific attributes required for relay-
ing the authentication to a remote Freja appliance. The remote appliance aggregates such requests from all
connected local Freja appliances and relays them to the Government Gateway. In the next step the user is
authenticated by the Government Gateway, and the answer is subsequently cascaded back through the local
Freja appliance to the NAS.

The deployment scenario is subdivided into sections covering the specific configuration necessary.
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In the diagram above the extended deployment is visualized together with the relevant subsections.
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